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== WAES VALUES - Indicate & comment on which values are attributed to this policy procedure

Value v Comment

fair and strive for equality in everything we can poss@le stan'dards and take all reasonable

do steps in relation to the safety and welfare of
children, young people and vulnerable
adults. WAES uses a respectful whole
College approach to safeguarding young
people and vulnerable adults.

Aspiration — We aim high for our v Removing barriers and supporting learners to

learners and do not accept mediocrity. improve confidence and aspirations

Innovation — We strive for v We embrace change and continuous

continuous improvement, embrace change and improvements for our learners.

take risks, across all parts of the service.

Sustainability - We always assess v We are focusing particularly on the social

our impact on the environment, whether that be and emotional and economic wellbeing of

physical, social or economic. learners.

Excellence - In all that our staff v Training for staff and education for learners

do, they strive to be the best they can be.
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Introduction

Westminster Adult Education Service (WAES) is committed to providing a safe, secure and supportive
digital environment for all learners, staff and stakeholders. Technology is an essential tool for teaching,
learning, communication administration and personal development. We recognise however, that digital
technologies also present risks which must be managed effectively.

We will:

e Promote safe, responsible use of digital technologies.

e Protect learners and staff from online harm.

e Ensure appropriate use of the WAES network, devices and systems.

e Support staff and learners in developing digital literacy and cyber awareness.
e Respond promptly and effectively to incidents involving online safety.

1. Purpose

Online Safety refers to the protection of learners from online harm and the promotion of safe,
responsible and appropriate use of digital technology. Online safety is recognised by WAES as a key
safeguarding responsibility and forms part of the organisation's whole-service safeguarding
approach.

WAES recognises that some learners may be more vulnerable to online risks, including those aged
under 19, vulnerable adults, learners who have Education Health and Care Plans (EHCPs), and those
experiencing mental health, wellbeing or other safeguarding concerns. Appropriate support,
monitoring and intervention will be provided where risks are identified.

The purpose is to:

e Protect learners from online risks, including cyberbullying, grooming, exploitation,
radicalisation, harmful content, scams, and inappropriate contact

e Set clear expectations for safe and acceptable use of the internet, devices, social media, and
digital platforms by all users (learners, staff, and visitors.)

e Qutline procedures for reporting and responding to concerns, ensuring safeguarding issues
identified online are dealt with promptly and appropriately.

e Support the safeguarding responsibilities by embedding online safety within child protection
arrangements and staff training.

e Ensure appropriate filtering and monitoring systems are in place to reduce access to harmful or
inappropriate content.

e Educate learners about safe, responsible, and respectful online behaviour, both in and outside
the educational setting.
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o Protect WAES Systems and users from threats such as Phishing, Ransomware, Malware.

2.Scope

This policy applies to anyone who has access to the IT system, both on WAES premises and
through remote access,

e All Learners across all WAES sites.

e All Teaching and Business Support staff (Permanent, temporary or agency).
e Volunteers, including intern.

e Carers supporting Inclusive Pathway learners

e Governors

e Subcontractors

e Visitors accessing WAES system or network.

And it applies to:

e WAES owned devices

e Personal devices when used for educational purposes
e Onsite and remote access to the WAES systems

e Wi-Fi and internet access provided by WAES

3. Aims and Objectives

The aims of this policy are to promote:

Safety - Users will be protected from exposure to harmful, illegal or inappropriate online
content wherever reasonably practicable.

Respect - All online communication must demonstrate respect, professionalism and
inclusivity.

Responsibility - Individuals are accountable for their actions when using digital
technologies.

Security — digital information, data and systems must be protected from cyber threats
and unauthorised access.

Education - Digital skills and awareness will be developed to enable learners and staff to
use technology safely and confidently.

Legal Comply with statutory safeguarding duties and Keeping Children Safe in Education
(KCSIE) requirements.
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4.Roles and Responsibilities

Principal and Senior Leadership Team

Promote a culture of online safety.

o Ensure appropriate systems and procedures are in place.
e Monitor compliance with this policy.

Report to Governing Board any significant incidents

Designated Safeguarding Lead (DSL)

e |ead on safeguarding concerns arising from online activity.
e Manage referrals and investigations.

e Liaise with external agencies where appropriate.

e Maintain records of online safety incidents.

IT Services

e Maintain secure systems and networks.

o Implement filtering and monitoring solutions.

e |nvestigate technical incidents.

o Deliver cyber security controls and awareness activities.

e Use College systems professionally and responsibly.

o Follow safeguarding procedures.

e Reportonline safety concerns immediately.

e Maintain professional boundaries online.

o Protect confidential information.

¢ Promote safe and responsible online behaviour through teaching and learning

¢ Embed online safety within curriculum planning, schemes of work, and learner activities.

Learners

o Use College technology responsibly.

e Respect the rights and privacy of others.

e Report concerns or incidents promptly.

e Comply with acceptable use requirements.

Safeguarding Team , Welfare Team and Safeguarding Committee

e support and intervention for learners where online safety concerns arise.
o Receive reports relating to incidents.
e oversees, monitors, and reviews the effectiveness of the online safety arrangements.
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Responsibilities

Arinola Edeh Principal and Head of Service Safeguarding Officer

Alison Muggridge Assistant Principal Safeguarding Officer

Annette Robson Head of Learner Development | Designated Safequarding Lead (Safequarding
& Prevent Lead)

Oyinda Malafa Inclusive Pathways & ALS Safeguarding Officer (SEND Lead)

Manager

Carol Glasglow Childcare Manager Safeguarding Officer (Child Protection Lead)

Connie Hutchinson Welfare Officer Safeguarding Officer

Greg Zalesny Head of IT IT Lead, filtering and monitoring

Shade Soyinka Head of HR Single Central Record (SCR), DBS Lead,
Allegations about Staff Lead

Professor Alex Hughes Chair of Board of Governors

5.Acceptable Use of Technology

Users must:
o Usethe WAES systems for legitimate educational or work-related purposes.
e Protect passwords and authentication credentials.
¢ Log off devices when unattended.
e Comply with data information security requirements.

Users must not:
e Access, create, download, store or distribute illegal, offensive or discriminatory material.
o Attempt to bypass security controls or internet filtering.
e Engage in cyber bullying, harassment or intimidation.
e Access anotherindividual's account without authorisation.
¢ Introduce malware or unauthorised software.
e Use the WAES systems for unlawful activities.

6.Safeguarding, Prevent and Online Safety

All staff must complete mandatory GDPR and cyber security training every two years. All learners,
during their induction and throughout their course will be informed about how to keep themselves safe
online, understand online risks and harmful behaviours, and apply appropriate personal controls. WAES
recognises that online activity may expose learners and staff to risks and these include:

e Cyber bullying and harassment.
e Online fraud and scams.
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e |dentity theft.

e Grooming and exploitation of vulnerable adults.
o Radicalisation and extremism.

o Fake news and misinformation.

e Hate crime and discriminatory content.

¢ Online stalking and coercive behaviour.

We recognise that much extremist content and activity occur online and may not always meet
the legal threshold for terrorism. Nevertheless, exposure to harmful content can contribute to
vulnerability, radicalisation, prejudice, and other safeguarding concerns. WAES has a Prevent
Risk Register (action plan) that allows us to identify key elements that need monitoring.

All safeguarding concerns identified online must be reported immediately to the Designated
Safeguarding Lead in accordance with safeguarding procedures.

7. Cyber Security

The College will implement appropriate security measures including:
o Multi-factor authentication (MFA).
o Endpoint protection and anti-malware software.
e Network monitoring and threat detection.
e Secure backup arrangements.
e Patch and vulnerability management.
e User awareness and cyber security training.
Users must:
e Create strong passwords.
o Report suspicious emails and phishing attempts.
¢ Neverdisclose credentials to others.
e Follow College security instructions.

8 Monitoring and Filtering

To protect users and College systems, the College may monitor:

e Network activity.

e Internet usage.

e Email communications.

e System access logs.
IT will monitor and maintain ongoing monitoring of network and firewall activity to identify
potential safeguarding concerns. Internet filtering systems may be used to restrict access to
inappropriate, harmful or illegal content.
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9. Professional Conduct and Social Media

Staff are expected to always maintain professional boundaries.

Staff must not:
e Use personal social media accounts to communicate with learners.
e Share confidential College information online.
¢ Post content that could bring the College into disrepute.
Staff should:
e Use authorised College communication channels.
o Apply privacy settings appropriately.
e Consider the professional implications of their online activity.

Learners are encouraged to engage respectfully and responsibly on social media platforms and online
forums.

10. Use of Artificial Intelligence

The College recognises the increasing use of Artificial Intelligence tools to support learning and
administration.

o Users may utilise approved Al tools where appropriate, provided they:

e Comply with academic integrity requirements.

e Do not submit Al-generated work as their own unless explicitly permitted.

e Protect personal and confidential information.

e Verify the accuracy of Al-generated content.

¢ The College reserves the right to monitor and regulate the use of Al technologies.

11. GDPR and Data Protection

In accordance with Keeping Children Safe in Education (KCSIE) 2026, WAES recognises that effective
safeguarding and data protection are complementary responsibilities. The lawful and secure handling of
personal information supports the protection, welfare, and safety of learners.

The use of images or photographs is always encouraged in teaching and learning. Consent must be
taken, if it involves learners, and staff must ensure there is no breach of any copyright or other rights of
another person.

The UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 set out the legal
framework for how personal information must be collected, used, stored, shared, and disposed of. These
requirements apply to all learner, staff, volunteer, and stakeholder data held by WAES.

WAES will:
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e Process personal data lawfully, fairly, transparently, and securely.

e Ensure that personal information is only accessed by authorised individuals who have a legitimate
business or safeguarding need.

e Maintain appropriate technical and organisational security measures to protect personal data
from unauthorised access, loss, misuse, alteration, or disclosure.

e Provide staff with appropriate data protection and information security training.

e Ensure that personal data is retained, shared, and disposed of in accordance with statutory
requirements and WAES policies.

e Report and manage any actual or suspected data breaches in line with UK GDPR requirements and
internal procedures.

12. Remote Learning and Working

When working or studying remotely, users must:
e Use approved platforms and systems.
e Secure devices and home networks.
o Protect confidential information from unauthorised access.
e Follow safeguarding principles during online meetings.
Online sessions should be conducted professionally and in accordance with staff codes of conduct.

13. Reporting Concerns

Users should report:
e Cyber security incidents.
e Online harassment or bullying.
e Suspicious communications.
e |nappropriate content.
e Data protection concerns.
e Safeguarding concerns.
Reports should be made to:
e The Designated Safeguarding Lead.
o IT Services.
e Line Managers (for staff concerns).
Where there is an immediate risk of harm, emergency procedures must be followed.

14. Incident Management

The College will:
e Assess the nature and severity of the incident.
e Secure systems and evidence.
¢ Investigate and document findings.
¢ Notify relevant stakeholders as required.
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e |Implement corrective actions.
e Review lessons learned.

Serious incidents may be escalated to external agencies, regulators or law enforcement bodies as
appropriate.

15. Training and Awareness

The College will provide regular:
e Online safety awareness training.
e Cyber security training.
e Safeguarding training.
e Data protection training.
¢ Al and digital literacy guidance.

Learners will receive online safety information through induction and ongoing learning activities.

16. Policy Breaches

Failure to comply with this policy may result in:
Staff

e Informal action.

e Formaldisciplinary proceedings.

o Referral to professional bodies.

e Legal action where appropriate.
Learners

e Informalintervention.

e Disciplinary procedures.

e Suspension of access to systems.

e Further sanctions in accordance with Westminster City Council regulations.

17. Related Policies

This policy should be read alongside:
e Safeguarding and Prevent Policy
e Acceptable Use Policy
¢ Information Security Policy
e Data Protection Policy
e Staff Code of Conduct
o Learner Code of Conduct
o Artificial Intelligence (Al) Policy
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e Disciplinary Policy
¢ Remote Working Policy

18. Monitoring and Review

The policy will be published on the WAES Websites, WAES SharePoint under ‘Quality & Curriculum Hub
Policies” and on the “Learner Hub”

This policy is owned by the Safeguarding Committee; all updates will be reflected in the staff training
module e-Safety. This policy will be reviewed annually, in conjunction with any KCSIE updates. This
policy sits alongside the WAES Safeguarding and Prevention of Radicalisation Policy and Prevent Risk
Register.

The policy may also be reviewed where concerns are raised by the Designated Safeguarding Lead, or
where an e safety incident has been recorded and has triggered new concerns.

19. Equality Impact Assessment / Safeguarding Considerations

Westminster Adult Education Service is committed to the promotion of equality, diversity and providing a
supportive environment for all members of our community.

Our commitment means that this policy has been reviewed to ensure that it does not discriminate (either
intentionally or unintentionally) any of the protected characteristics of age, disability, gender (including
gender identity), race, religion or sexual orientation and meets our obligations under the Equality Act 2010.

Name of Policy/Procedure E-Safety Policy

1 If Equality Impact Analysis is not
relevant to this function, give
reasons.

and proceed to section 5.

2 In what ways could this function have This could only have a negative
a negative impact on any of the impact if we fail to acknowledge
groups above? What actions have personal vulnerability, disability, or
been taken to eliminate these? the overall wellbeing of a learner.

3 In what ways could this function have The general principle included in
a positive impact on any of the section 5-7 of this policy is designed
groups above? How will this to ensure that the well-being of all
function be used to eliminate learners is fully considered in any e-

discrimination, advance equality of
opportunity and foster good
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relations between different groups? safety concern and support for the
Are there plans for the future learner given.

that will further advance equality?

The safeguarding and prevention of
radicalisation policy sits alongside this
policy and is designed to protect
vulnerable groups.

4 What evidence supports your Consultation with staff at all levels, due
judgement eg. Observations, regard for Prevent and the overarching
Consultations, expert opinions, safeguarding legislation.

guantitative or qualitative surveys. If
the evidence is in the form of
additional documentation where is

This policy will be stored centrally on
SharePoint visible to all staff and

this learners.
stored? Staff training will he hosted that sits
alongside this policy.

5 Has this function taken into account Secure storage of learner evidence,
and cross-referenced where and permissions for photographs
appropriate to Safeguarding policy /video recordings to be sought as
and procedures? required under GDPR.

Give Details.

POLICY OWNER Annette Robson Head of Learner

i Development

Sign/Date
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20.Version Control Information
Version Date Revision Author Summary of
Changes

1 1.11.2021 A E Robson New Format

2 1.9.2023 A E Robson Full review following KCSIE
updates

3 3.9.24 S Whitehouse No Change — New Front
Cover

4 1.9.25 S Whitehouse No Change — New Front
Cover
KCSIE Updates only

5 10.9.2026 AERobson Major update in line with
KCSIE 2026-27
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