54

City of Westminster

- WESTMINSTER ADULT EDUCATION SERVICE

Westminster Adult Education Service

WAES CCTV Policy & Procedure
Ref No: HS5
Version: 3

Owner:
Facilities Manager Approved | Executive Board | Date of
by: approval:
Effective Effective To Next
From Date: 11 April 2023 Date: 01 May 2026 Review 01 May
Date: 2028
\/
== WAES VALUES - Indicate & comment on which values are attributed to this policy procedure
Value v Comment
Respect — We are inclusive and | // Static cameras will not focus on

private homes, gardens and other
areas of private property,

staff will not direct cameras at an
individual, their property or a
specific group of individuals,
without verbal authorisation from
the Leadership Team or Facilities
Manager unless an immediate
response to events is required.

fair and strive for equality in
everything we can do.

Aspiration — We aim high for
our learners and do not
accept mediocrity.
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Innovation — We strive for
continuous improvement,
embrace change and take risks,
across all parts of the

service.

Utilising digital technologies

Sustainability — We always
assess our impact on the
environment, whether that be
physical, social or

economic.

Recorded images will be retained
for no longer than 31 days from the
date of recording, unless required
for evidential purposes

Excellence — In all that our staff
do, they strive to be
the best they can be.

For the security of all
staff/learners/visitors etc

1. Introduction

1.1 Westminster Adult Education Service (WAES) is fully committed to operating a safe environment, it
therefore has in place a closed-circuit television (“CCTV”) system to assist in providing a safe and secure
environment for learners, staff and visitors, as well as protect WAES property.

1.2 The CCTV system records and processes personal data and therefore operates in accordance with:

UK General Data Protection Regulation (UK GDPR)

Data Protection Act 2018

Human Rights Act 1998

Protection of Freedoms Act 2012

Freedom of Information Act 2000

Surveillance Camera Code of Practice and any successor guidance

Information Commissioner's Office (ICO) guidance on video surveillance systems

WAES recognises that CCTV monitoring has the potential to affect the privacy of individuals. The Service
will therefore ensure that all processing of CCTV images is:

Lawful

Fair
Transparent
Necessary
Proportionate
Secure

and undertaken only for legitimate operational purposes.

1.3 The WAES CCTV system comprises several fixed and dome cameras located both internally and
externally around the WAES sites. All cameras maybe monitored and are only available for use by

approved members of staff.

1.4 The CCTV system is owned by WAES and will be subject to review on an annual basis.

1.5 The purpose of this Policy is to regulate the management, operation and use of the CCTV system at

WAES.

2. Purpose of CCTV
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2.1 The purposes of the CCTV system are to:
e Protect the health, safety and welfare of learners, staff, contractors and visitors.
e Prevent, deter and detect crime and anti-social behaviour.
e Protect WAES buildings, equipment and assets.
e Support safeguarding investigations.

e Assist the Police and other authorised law enforcement bodies in the prevention and detection of
crime.

e Assist in the investigation of breaches of WAES policies and procedures.
e Provide evidential material for disciplinary, criminal, civil or insurance investigations.
2.2 WAES processes CCTV images under the following lawful bases:

Article 6(1)(c) UK GDPR - Legal Obligation Where processing is necessary to comply with legal obligations
relating to health and safety, safeguarding, criminal investigations or other statutory duties.

Article 6(1)(e) UK GDPR - Public Task Where processing is necessary for the performance of tasks carried out
in the public interest as a publicly funded education provider.

Article 6(1)(f) UK GDPR - Legitimate Interests Where processing is necessary to protect persons, property
and assets, provided such interests are not overridden by the rights and freedoms of individuals.

2.3 Prior to the installation of any new CCTV cameras or significant changes to the system, WAES will
undertake and document a Data Protection Impact Assessment (DPIA) to assess privacy risks and ensure
compliance with data protection legislation.

2.4 The CCTV system will not be used to:
e Conduct covert surveillance unless authorised by law.
e Record conversations or audio.
e Monitor staff performance on a routine basis.
e Stream images to the internet.

e Release images to media organisations except where required by law and authorised by the
Executive Leadership Team and Police.

3. Responsibilities
Learners Responsibilities

3.1 It is the responsibility of all learners to:
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e Be fully aware of this policy.
¢ Engage with their tutors in understanding its purpose and where it can be accessed.

Tutors Responsibilities

3.2 It is the responsibility of all tutors to:

e Make sure their learners are aware of this policy.

e Ensure all learners understood the purpose of this policy.

¢ Inform their learners of where and how to access this policy.

e Provide assurance that we are following current legislation, due diligence and Best Practice.

Managers

3.3 Itis the responsibility of all managers to:

e Ensure they and their staff and/or learners understand and implement this policy

e Set examples and safeguard best practice (refer to section 4)

¢ The Facilities Manager is responsible for the day-to-day operation of the system and ensuring compliance
with this policy.

4 Implementation — Operation.

41

4.2

4.3

4.4

4.5

WAES is registered with the Information Commissioners Office (ICO) as a Data Controller and
operates CCTV in accordance with applicable data protection legislation.

Cameras will be used to monitor activities within the WAES buildings and other areas to identify
criminal activity occurring, anticipated, or perceived, and for the purpose of securing the safety and
wellbeing of the occupants within the WAES grounds, together with its visitors.

Static cameras will not focus on private homes, gardens and other areas of private property.
Operators of cameras with tilt and pan and zoom capability, staff will not direct cameras at an
individual, their property or a specific group of individuals, without verbal authorisation from the

Leadership Team or Facilities Manager unless an immediate response to events is required.

Access to CCTV images and system controls shall be restricted to authorised personnel only and
shall be protected through appropriate technical and organisational security measures.

These include:

4.6

Individual user accounts.

Strong passwords.

Access permissions based upon business need.

Secure storage of footage.

Audit logging of viewing, downloading and exporting footage where system capability allows.

Downloads will only be released to the media for use in the investigation of a specific crime and
with the written authority of the police. Downloads will never be released to the media for
purposes of entertainment.
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4.7 The planning and design of the existing CCTV system have endeavoured to ensure that the CCTV

system will give maximum effectiveness and efficiency, but it is not possible to guarantee that the
CCTV system will cover or detect every single incident taking place in the areas of coverage.

4.8 Warning signs, as required by the Code of Practice of the Information Commissioner have been

placed at access routes and areas covered by the WAES CCTV System.

5 Image Viewing and Download Procedure Viewing

5.1 Warning signs, as required by the Code of Practice of the Information Commissioner have been
placed at access routes and areas covered by the WAES CCTV System

5.2 Recordings may be viewed by the police in the presence of the Leadership Team or Facilities
Manager following a specific data access formal request.

5.3 Otherwise, permission to view CCTV data will depend on the subject of the potential investigation.

5.4 The Facilities Manager is authorised to review CCTV recordings to ascertain the circumstances
relating to potential incidents involving learners, staff, contractors, visitors/public incidents.

5.5 The Facilities Manager may authorise members of the Leadership Team to view the CCTV images
with them relating to a potential student incident where it may be appropriate to see the footage.

5.6 Potential incidents involving staff may be viewed in the presence of the Facilities Manager or
Leadership Team members and overseen using the appropriate data access procedure.

Note: The Facilities Manager may act to secure footage that may relate to an incident involving staff
and others until such time that it has been decided that it is required for viewing and/or download
or it can be erased.

A CCTV Access Log shall be maintained recording:

Person viewing footage.
Date and time of access.
Reason for access.
Footage viewed.
Outcome of review.
The Facilities Manager shall retain audit records for a minimum of 12 months.

6 Download Procedure

6.1 Should a download be required as evidence, an electronic copy may only be made by the Leadership

Team or Facilities Manager.

6.2 Where this is to be released to the Police this will only be released to the Police on receipt of a

completed Data Release Form and sight of their warrant card/proof of identity.

6.3 Where this is requested by a Leadership Team member relating to a student incident, a CCTV Data

Release Form will be completed for the Facilities Manager.
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6.4 CCTV footage may be released for civil proceedings at the written request of a solicitor or insurance
company. A CCTV Data Release Form will be completed for the Facilities Manager.

6.5 All requests for downloads will be retained by the Facilities Manager for 12 months or after the
incident that the download relates to has been closed.

6.6 Downloads requested by other parties and for purposes outside the scope of this policy are not
permitted.

6.7 All exported footage shall:
e Be securely encrypted where possible.

e Be transferred only through secure methods.
e Be retained for no longer than necessary.

e Be subject to the same security standards as the original recordings.

Breaches of this Policy

7.1 Any suspected breach of this Policy by WAES staff will be considered under the WAES’s
Disciplinary Policy and Procedures.

Overview of System
8.1 The CCTV system runs 24 hours a day, 7 days a week.

8.2 The CCTV system comprises fixed position cameras; pan tilt and zoom cameras; monitors;
multiplexers; digital recorders and public information signs.

8.3 CCTV cameras are located at strategic points on site, principally at the entrance and exit point for
the sites and various buildings, as well as main thoroughfares and common areas throughout the
sites.

8.4 CCTV signs will be prominently placed at strategic points and at entrance and exit points of the
WAES sites to inform staff, learners, visitors and members of the public that a CCTV installation is
in use, its purpose and details of the operator.

8.5 Although every effort has been made to ensure maximum effectiveness of the CCTV system; it
does not cover all areas, and it is not possible to guarantee that the system will detect every

incident taking place within the area of coverage.

Data Protection Act 2018

9.1 For the purposes of UK GDPR, Westminster Adult Education Service is the Data Controller.

The designated Senior Responsible Officer is:

Assistant Principal Business Support Services
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The Data Protection Officer (DPO) shall provide oversight and advice regarding compliance with data

protection legislation.

9.2 WAES shall maintain:

CCTV asset records.
Retention schedules.
Data sharing records.
Data breach logs.
CCTV access logs.

Data Protection Impact Assessments where required.

9.3 All authorised staff with access to CCTV systems shall receive periodic training in:

Data protection

Information security

Subject Access Requests
Confidentiality requirements

Appropriate CCTV use

10. Access to Images

Individual Rights

10.1 Individuals have rights under UK GDPR regarding their personal data, including CCTV images where

they can be identified.

10.2 Any individual wishing to access CCTV footage containing their image must submit a Subject Access

Request (SAR).

Requests should be made in writing to:

Westminster City Council - Subject access requests | Westminster City Council

10.3 Requests should include:

Full name.

Contact details.

Proof of identity.

Date and approximate time of the incident.
Location where the incident occurred.

Any information that may assist in locating the footage.
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https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.westminster.gov.uk%2Fdata-protection%2Fsubject-access-requests&data=05%7C02%7CAShaikh%40waes.ac.uk%7Cfb6d6697db764c521c6708df0b36d264%7C8e4e9c2ec16d453dbbdb5036bf62a6b0%7C0%7C0%7C639242002228615254%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=%2BAYYZUNi0Ag2TuVv8S%2FniNiVG%2B2Yf%2FNdV3P0N0G8%2BC0%3D&reserved=0

10.4 WAES will respond within one calendar month of receipt of:
e Avalid request.
e Proof of identity.
e Sufficient information to locate the footage.

10.5 No fee will normally be charged for a Subject Access Request unless the request is manifestly
unfounded or excessive, in accordance with UK GDPR.

10.6 Where disclosure would adversely affect the rights and freedoms of others, WAES may:
e Redact footage.
e Pixelate other individuals.
e Refuse disclosure where legally justified.

Any refusal shall be explained in writing.

10.7 Individuals have the right to complain to:

The Information Commissioner's Office (ICO)

if they believe their data protection rights have been infringed.

Individual Access Rights

The General Data Protection Regulation gives individuals the right to access personal information about
themselves, including CCTV images.

All requests for access to view/copy CCTV footage by individuals should be made in writing to the WAES’s
Facilities Manager.

Requests for access to CCTV images must include:
e The General Data Protection Regulation gives individuals the right to access personal

information about themselves, including CCTV images.

e Allrequests for access to view/copy CCTV footage by individuals should be made in writing
to the WAES’s Facilities Manager.

e Requests for access to CCTV images must include:

The WAES will respond promptly and at the latest within 30 calendar days of receiving the request
processing fee, determined by the Leadership Team and sufficient information to identify the images
requested.

If the WAES cannot comply with the request, the reasons will be documented.
The requester will be advised of these in writing, where possible.

10A Access to Images by Third Parties
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10A.1 Requests from third parties will only be considered where there is a lawful basis to disclose the
footage and where disclosure does not infringe the rights of others.

Examples include:

e Police investigations.

e Criminal prosecutions.

e  Civil proceedings.

e Insurance claims.

e Court orders.

10A.2 All requests must:

e Be submitted in writing.

e Clearly state the lawful purpose.

e Be supported by appropriate authority or legal documentation.

10A.3 A record of all disclosures shall be maintained by the Facilities Manager.
11. Data Security, Retention and Disposal

11.1 Recorded images will normally be retained for a maximum period of 30 days.
Footage may be retained beyond this period where:

e Itis required for an active investigation.

e It relates to safeguarding concerns.

e It may be required for disciplinary proceedings.

e |tis required for civil, criminal or insurance proceedings.

11.2 Where footage is retained beyond the standard retention period, the reason, owner and review
date shall be documented.

11.3 Any personal data breach relating to CCTV footage shall be reported immediately in accordance
with the WAES Data Breach Procedure.

11.4 Electronic footage shall be securely deleted through system overwrite or secure erasure methods
when no longer required.

11A: Data Protection Impact Assessments (DPIA)

11A.1 A DPIA must be completed before:
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e Installing new CCTV cameras.
e Expanding CCTV coverage significantly.
e Introducing new surveillance technologies.
e Using CCTV for a new purpose.
11A.2 The DPIA shall assess:
e Necessity and proportionality.
e Privacy impacts.
e Alternative measures.
e Risks to individuals.

e Mitigation measures.

12 Associated Documentation/Linked Policies/Procedures
12.1 Home Office Surveillance Camera Code of Practice

e  WAES Code of Conduct.

e CCTV Code of Practice.

e Access to the Policy

o The policy will be published on the WAES SharePoint in the “Quality & Curriculum Hub” under
“Policies” and the WAES website and the “Learner Hub.

The policy will be published on the WAES SharePoint in the “Quality & Curriculum Hub” under “Policies”
and the WAES website and the “Learner Hub.

13. Monitoring and Review
13.1 The Facilities Manager shall review this policy annually.
13.2 Annual reviews shall consider:

e Legislative changes.

e ICO guidance.

e Security incidents.

e Subject Access Request trends.

e Feedback from staff and learners.

e Effectiveness of CCTV operations.

13.3 Policy amendments shall be approved by the Executive Board prior to implementation.
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14. Appendices
e Image viewing request form (Facilities Manager) can be found at Appendix A
Appendix A Image Viewing Request Form (Facilities Manager)

WAES Image Viewing Request Form 26-27.docx
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https://waes.sharepoint.com/:w:/r/sites/FacilitiesHub/Shared%20Documents/WAES%20Policies/WAES%20Image%20Viewing%20Request%20Form%2026-27.docx?d=w354d75ad85b14ec6bbee60602cbea656&csf=1&web=1&e=dZlZIT

Name of Policy/Procedure

CCTV Policy

1 If Equality Impact Analysis is not relevant to
this function, give reasons and proceed to
section 5.

2 In what ways could this function have a
negative impact on any of the groups above?
What actions have been taken to eliminate
these?

Misuse — Freedom of Information Data
Protection.
Only to be used for legitimate interest.

3 In what ways could this function have a
positive impact on any of the groups above?
How will this function be used to eliminate
discrimination, advance equality of
opportunity and foster good relations between
different groups? Are there plans that will
further advance equality?

Duty of Care/ Health and Safety at Work and
Security Continuity.

4 What evidence supports your judgement e.g.
Observations, Consultations, expert opinions,
guantitative or qualitative Survey. If the
evidence is in the form of additional
documentation where is this stored?

Followed current legislation and Best Practice

5 Has this function been considered and cross-
referenced where appropriate to Safeguarding
policy and procedures? Give Details.

Due diligence, safeguarding and Data
Protection.

POLICY OWNER

Signed:

Date:

Abid Shaikh

Aug 2026

Version Control Information

Version Date Revision Author Summary of Changes
1 11 April 2023 Stephen Ricked New
2 Aug 2024 S Whitehouse/ Changed front cover,
A Shaikh extended dates as no
content changes
3 04/09/2026 A. Shaikh Content changes to

following. 1.
Introduction 2.
Purpose and lawful
basis of CCTV.
Implementation and
operation.

Viewing of CCTV
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Data Protection and
governance.

Access to Images /
third parties.

Data security,
retention and
disposal.

Data protection
impact assessments.
Monitoring and
review
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